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Detection and 
characterization of 
illicit online sales of 
opioids, controlled 

substances and other 
illicit drugs

Preliminary data on 
opioid and COVID-19 
related topics we are 
exploring in ongoing 
and future research 

activities

Illicit Online Drug Sales COVID-19 Pandemic Opioids and COVID-19 Discussion of A2Ms and Transparency and 
Accountability Issues

Detection of various 
COVID-19-related 

issues including fake 
treatments, symptom 
reporting, and other 

public health data

Overview of  Research Areas



Part 1:  Opioids, 
Machine Learning, 
and Illicit Drug 
Diversion



General Methods
• Data Collection and Surveillance:  

Combination of use of public APIs and 
webscrapping to collect content from social 
media platforms (Facebook, Twitter, 
YouTube, Instagram, etc.), e-commerce 
platforms, search engines and the dark web.

• Analysis:  Strategic approach using 
different approaches in big data including 
natural language processing (NLP), machine 
learning (including deep learning) coupled 
with manual annotation from subject matter 
experts.

• Reporting and Visualization:  We conduct 
academic research to validate methods and 
findings, are building data visualization 
dashboards for specific use cases, and can 
conduct in-depth analysis for specific issues.





Web 
Forensics
Results
(Opioids)



Select Digital Drug Dealer Results (categories)
EXAMPLES OF INSTAGRAM POSTS

(b 973 2 0) - Amphetamine and Dextroamphetameing Adderall 

XANAX Suboxone (S 90 3) ALPRAZOLAM 

Weed LSD Square & XTC/MDMA

XTC (Ecstasy) LSD Square& Xanax 



INSTAGRAM COMMENTS STUDY MACRO RESULTS 
(in review)

• Number of Comments 
Detected:  5,462 comments 
comprised of 1,706 users 
including 160 interactions (e.g. 
expression of interest)

• Themes Detected:
1. Delivery information
2. Access and pricing
3. Dealer2Dealer and D2C 

interaction

• Hybrids:  Dealers who also have 
OLPs and spam-like content from 
OLPs?



EXAMPLES ON YOUTUBE



Comment/Reply Types
• Drug Dealers

• Online Pharmacy

• User-mention
(Not selling but mention the place to buy)



DARKWEB SCANS

PRELIMINARY APPROACHES

• Surveillance Strategy:  Use of python 
script to automate web scrapping of dark 
web marketplaces focused on illicit drug 
sales

• Sampling Methods:  Combination of use 
of published marketplaces on surface web 
and indexed marketplaces via Tor search. 
Approximately 25+ sites currently under 
surveillance

• Early Results:  Large marketplaces (10K+ 
listings) – mid size (2K) – small (less than 
1K), different countries of origin/language, 
transaction information, pricing based on 
volume, multiple languages



Common Links and Possible Connections
(social media-surface-dark)





Policy Advocacy (Twitter Hearing Sept 2018)



Example Facebook Posts



Social Media has a problem:  Despite claims of 
removals our studies found that both Twitter and 
Facebook have communities actively selling 
endangered species direct to the consumer in 
both English and Chinese.  

Illegal Activity:  Both social media platform terms 
and conditions and domestic and international 
law prohibit this activity, but self-policing is not 
working.

COVID-19 Connection:  We are working with 
WWF US to explore the connection between 
wildlife trafficking and COVID-19 in these 
communities and will also continue to innovate on 
methodologies to better activate off-line 
investigations.

Key Findings and 
Future Directions



Part 2:  
COVID-19 
Ongoing Research 
Projects



“Infoveillance”?:  Using sources of Internet-
mediated data to better understand public 
health concerns, including in the context of 
outbreaks and pandemics.

COVID-19 Frauds and Cybercrime:  
Documented cases of COVID-19-related digital 
misinformation, cybercrimes, online frauds (e.g. 
robocalls, phishing scams, fake products sold 
online)

Ongoing Research:  Using big data, machine 
learning, and data visualization to identify, 
characterize and assess different impacts of the 
COVID-19 pandemic using different sources of 
data (e.g. social media, online site, media, 
public health statistics, GIS, etc)

Post-Digital Pandemic



COVID GEOSPATIAL ANALYSIS

ß Overlay of COVID-19 social media posts and confirmed 
COVID-19 case counts

Spatial hotspot analysis of social media posts and global case counts à

• Digital contact tracing of COVID-19 symptom reported on the 
Internet by the public 

• Detection of demographic and economic correlates related to 
communities impacted by COVID-19 

• Characterization of workforce, labor and economic correlates of 
COVID-19 impact
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DIGITAL CONTACT TRACING 
(MARCH 2020)

Themea Posts 

N (%)b 

Example Conversationc 

Conversations about symptoms 
Self-reporting 
of symptoms 
(first-hand) 
 

3,465 

(100%) 

“1/I went to ER day before Asked by Dr why I was there  I said  “I 
have Coronavirus symptoms.” (I really do.) He laughed; asked 
what symptoms were. I gave all the Coronavirus symptoms. He 
said  “I believe you have an upper respiratory virus. Let’s give 
you a steroid shot.” 
 
“I was in the ER last night put into isolation in [LOCATION] (near 
[LOCATION]). Met their criteria to isolate. They said can’t tell me 
if I have it or not bc can’t test advises to isolate. Then promptly 
escorted out of the hospital  w/o paying co-pay. Yes there’s a 
problem” 
 
“This is the moral quandry I had today. I have 2 of 3 symptoms. I 
was Iin contact with someone who was in contact with someone 
who tested positive. I couldn't go to the er or urgent care as I 
was concerned about spreading it.” 
 

Second-hand 
reporting of 
symptoms  

“Contacted the er and [FACILITY NAME] in [CITY] because my 
daughter has a runny nose  fever and a sore throat. I was told 
they’re testing for everything else before testing for coronavirus.  
Is that backwards or am I trippin? #CoronaVirusSeattle” 
 
“So my niece got taken to the hospital with signs of COVID in an 
ambulance. Very scared but I’m hopeful it’s not that. Hopefully 
it’s just a croupy cough and a fever or something, fingers 
crossed.” 
 

Conversations about symptoms concurrent with other themes 
 
Symptom 
reporting and 
lack of access 
to testing 

512 

(14.8%) 

“Hey [NAME]  why can’t we get tested for COVID-19 in 
[LOCATION]?  My wife has all the symptoms but ER said no 
testing unless you’re admitted.” 
 
“Friend stays in Metro Detroit. She had worries about having 
COVID-19 symptoms. She went to Beaumont for testing. Waited 
2 hours to be sent away. No fever and no known contact with 
anyone with coronavirus. But how do you know with scanty 
testing?” 
 

Conversations 
about 
symptom and 
recovery 

780 

(22.5%) 

“My spouse,  4 yr old and I are almost better now. We were sick 
about ten days. Don’t know if it is Corona because we could not 
get a test.  Fever lasted 3 to 4 days. No cough for us. Consistent 
headache, chills, sore throat. Reduced appetite for a few days  
Hydrate! Nap! ” 









Misinformation:  Study in review that reviewed 
1.1 million tweets after President Trump 
misinformation tweet about benefits of 
hydroxychloroquine.  Primary finding, 84.0% 
promoted misinformation or positive sentiment 
about drug.

Networks of the “Liberate Movement”:  Pro 
liberate groups on Twitter are highly 
concentrated and have more focused message 
propagation compared to anti-liberate groups.

Vaccine Hesitancy:  Facebook townhall on 
COVID-19 clinical trial for Navajo nation had 
62% of comments related to vaccine hesitancy 
and 9.7% related to misinformation.

Misinformation and Social 
Science Studies



• Volume:  2.5 million 
tweets collected, 1.1 
million reviewed

• Results:  956,590 either 
misinformation or 
positive sentiment, liked 
2.1 million times by 
280K unique twitter 
users

• Themes Detected (10 
topics):

1. Reposting 
misinformation 
video with support

2. Claims of efficacy
3. Conspiracy 

theories



HISTORY OF GLOBAL SUPPLY CHAINS & OUTBREAKS?

Worst infectious disease 
outbreak in modern history, 

1/3rd of work population 
impacted; reliance on local 
supply chains, supply chain 
storage with pallets in 1925

Estimated 60.8 million cases 
and 12K+ deaths in U.S. 

alone, worldwide pandemic; 
pandemic marked by travel 
restrictions, meat product 
bans, antiviral stockpiling, 

supply chain disruption

1918 – Spanish Flu 2003 - SARS 2009 – H1N1 Prediction thousands of companies to throttle 
down or shut down manufacturing.  Retreat to 

national supply chains and exposing risks of 
globalized supply chains? 

First major outbreak in the 
era of globalization, primarily 

regional but impacted 26 
countries; global GDP loss of 
$US 54 billion, emergence of 

lean manufacturing, off-
shoring, and outsourcing 



Consumer Spending:  Initial impact of panic 
buying/hording in combination with potential 
decrease in consumer spending has differential 
impact on different industries (e.g. travel, etc.)

Travel, Movement, Social Distancing and 
Trade Restrictions:  Impact of travel restriction 
on labor flows; social distancing on 
manufacturing capacity; trade and shipping 
bans on distribution and logistics; increasing 
digitization of supply chain channels?

Policy, Black Markets, and Nationalism?:  
Concerns about trade retaliation and 
protectionism; fake COVID-19 and other 
products flooding supply chain; “vaccine 
nationalism”?

COVID-19 Supply Chain 
Impacts



Next Generation 
Health Supply 
Chain and A2M 
Governance?

• Global organizations working to 
harmonize trade, IPRs, and 
foreign policy for pandemic 
response and preparedness

• New pooled procurement to 
ensure equitable access to 
health commodities?

• Role of technology in 
establishing sustainable and 
resilient global supply chains? 

Mackey 2020 



OTHER RESOURCES COVID-19
Published Papers:  Focused on 
digital solutions to address 
COVID-19 challenges (detecting 
symptoms, addressing fake 
COVID-19 products, identifying 
behavioral patterns, geospatial 
trends) and policy issues (access 
to medicine)

Ongoing Projects:  Examining 
impact of COVID-19 on SUD; 
project with NHK on early origins 
of outbreak in China; vaccine 
hesitancy studies; trade and 
COVID-19; other social media and 
big data analysis COVID-19 
research

• Li J, Xu Q, Cuomo RE, Purushothaman V, Mackey TK.  Data Mining and Content Analysis of 
Chinese Social Media Platform Weibo During Early COVID-19 Outbreak: A Retrospective 
Observational Infoveillance Study.  JMIR Public Health Surveill. 2020;6(2):e18700

• Mackey TK, Purushothaman V, Li J, Shah N, Nali M, Bardier C, Liang BA, Cai M, Cuomo RE. 
Machine Learning to Detect Self-Reporting of Symptoms, Testing Access and Recovery 
Associated with COVID-19 on Twitter: A Retrospective Big-Data Infoveillance Study. JMIR 
Public Health Surveill. 2020;6(2):e19509.

• Kohler JC, Mackey TK.  Why the COVID-19 Pandemic Should be a Call for Action to Advance 
Equitable Access to Medicines. BMC Medicine. 2020;18:193.

• Mackey TK, Li J, Purushothaman V, Nali M, Shah N, Bardier C, Cai M, Liang BA. Big Data, 
Natural Language Processing, and Deep Learning to Detect and Characterize Illicit COVID-19 
Product Sales:  An Infoveillance Study on Twitter and Instagram. JMIR Public Health Surveill. 
2020; 6(3):e20794.

• Cuomo RE, Purushothaman V, Li J, Cai M, Mackey TK. Sub-national Longitudinal and 
Geospatial Analysis of COVID-19 Tweets. PLoS One. 2020; in press.



Part 3:  
COVID-19 and 
Opioids 
Preliminary Data



Opioid Overdose:  Increases SUD behavior, relapse, and 
opioid-related overdoses due to social, economic, and 
other treatment access-related stressors (deaths of 
despair) (data points: urine tests and ED non-fatal 
overdose)

Treatment:  Lack of access to addiction specialty 
treatment services or naloxone prescribing.  Potential 
closures of state and private SUD treatment centers (in-
patient and residential), inability to admit new patients, and  
potential state revenue shortfalls for addiction treatment.

Related Health Risks:  Opioid use impact on respiratory 
and pulmonary health that can impact susceptibility.  Link 
to mental health and SUD, etc.

Illegal Sourcing:  Lack of access to legitimate sources or 
treatment options may drive opioid users to illicit sourcing 
points both online and offline.

COVID-19 and Opioids:  Dual 
Public Health Emergencies?



Preliminary COVID-19 Opioid Analysis

• BTM+15:  A methodology we created using 
a combination of unsupervised topic 
modeling (BTM) and data mining (top 15 
tweets per topic) to conduct untrained topic 
exploration.

• Twitter COVID-19 Data:  900 million tweets 
from March – October 2020 (filtered for 
COVID-19 keywords).  Further filtered for 33 
opioid-related slang terms (e.g. “oxy, 
“oxycotton”, etc.)

• Thematic Coding:  Separating clusters 
related to opioid use behavior and other 
topics of concern about the opioid crisis and 
COVID-19.Xiaohui Yan, et al.



Preliminary Results
• Summary Statistics:  16,586 tweets 

comprised of 15,556 users retweet 
stats (max 1020; unique tweets 6200)

• Themes Detected (20 topics):
1. Drug dealing and COVID-19 

mention
2. Questionable behavior-related
3. Opioid-related 

news/commentary
4. Extreme satire about SUD

• Noise:  “oxy” for “oxygen” in the 
context of COVID-19 treatment of 
cases and football team “Occidental 
College”; “bomb” and “morph” in news 
events or colloquial conversations 



Example Themes
News Retweet:  Demand for anti anxiety meds has 
skyrocketed since the pandemic But A shortage of some 
drugs a reluctance by doctors to prescribe them And 
stigma around dependency has fent laced Xanax bars 
selling for $12 a pop on the Avenue 
https://t.co/EK7tR9JvVs



Example Themes (GATM)



Next Steps

- Eliminate noise keywords and conduct 
more purposeful sampling of opioid-
related keywords (available in separate 
dataset)

- Expand SUD-COVID-19 surveillance and 
data collection to additional social media 
and online platforms

- Join any SUD behavioral-related data to 
existing secondary datasets on COVID-19 
and SUD public health stats of interest
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